AHOTAIIA

Tapaciu FO.I. CTaTuyHUI aHai3 JIHIMHO BH3HAYEHUX Mporpam 1 #oro
3actocyBaHHs. - KBami(ikaniiiHa HayKoBa Mpaus Ha IpaBax pyKOIUCY.

Hucepraiisi Ha 3100yTTS HAyKOBOTO CTYIEHsS JoKTopa ¢iumocodii 3a
cnemianbHicTiIO 121 IHxkeHepiss mporpamuoro 3abesnedeHHs (12 Indopmartiitai
TEXHOJIOT1i). — XepCOHChKUII IepKaBHUI YHIBEPCUTET, XepcoH, 2021.

3aranpbHa TpobiieMa JOCHTIKEHHS TOJiArae y JOCHIDKEHHI Ta po3poOiri
METOJIIB CTBOPEHHS MoOJeield €(QEeKTUBHUX MPOTPAMHHUX CHCTEM CTaTHYHOTO
aHai3y, MporpaM Ta MaTEMAaTUIHUX MOJIENIeH 00’ €KTHUX MPOTpaM JJisi CTATUYHOTO
aHajizy, JOCHIDKEHHI MaTEeMaTHMYHMX METOJMIB Ta po3poOIll ePpeKTHBHUX
ITOPUTMIB KOMIT IOTEPHOI aJIreOpy CTATUYHOIO aHAJI3y MPOrpam.

[Tigxix mpoBeAeHHS AOCTIHKEHD MOJISTAE V-

- aHami3l METOJIB Ta (PYHKIIOHAIBHOCTI ICHYKYHMX CHCTEM CTaTUYHOTO
aHai3y nporpam,

- TEOPETUYHOMY aHali31 pPe3yibTaTiB JOCIIDKEHb 3 Teopli MporpamMHUX
1HBapiaHTIB, 1110 BKJIIOYAE aHAI3 MAaTeMaTUUYHUX MOJIEJIEH MporpaM Ta alrOpuTMiB
KOMIT'IOTEpHOT ~ anreOpu, 10 BUKOPHCTOBYIOThCS Yy Teopii MpOrpaMHHUX
1HBapiaHTIB,

- CTBOPEHHI HOBUX QJITOPUTMIB KOMII FOTEPHOI anreOpu.

Meta po0oTH TONATAaE B aHANI31 ICHYIOUMX QJITOPUTMIB KOMI FOTEPHOI
anreOpu Ta IHCEPUIMHOIO MOJENIOBAHHS B CHUCTEMAax CTaTUYHOIO aHali3y Ta
Bepudikallii nmporpaMHoro 3a0e3mnedyeHHs 1 MoOyaoBl €(EeKTUBHUX AJITOPUTMIB
CTaTUYHOT'O aHaJ3y MPOrpam.

OcCHOBHI 3aBJaHHS JOCJIIXKeHHS:

- JlocmimkeHHsT ICHYIOUHX CIIeIliali30BaHUX CHCTEM CTAaTHYHOIO aHaji3y
IpOrpam.

- AHas3 aaropuTMIB KOMII IOTEPHOI anreOpu Ta 1HCEPLIMHOro MOAETIOBAaHHS

B CHCTEMax CTaTUYHOTO aHaji3y Ta Bepudikarlii mporpaMHOro 3a0e3neYeHHsl.



- AHami3 ICHYIOYHMX alTOPUTMIB MOOYJOBH KAaHOHIYHHX (OpPM JOTIUHUX
dbopMys Ta IHCTPYMEHTIB CIIPOIIEHHS POPMYIT (COJIBEPIB).

- CTBOpEeHHs HOBHMX 3ac00iB Ta aJIrOPUTMIB CTaTUYHOTO aHaII3y Mporpam,
30KpeMa, aJTOPUTMIB JJOKa3y iHBaplaHTHUX HEPIBHOCTEH.

- Po3poOka HOBUX anroputmiB MOOYJOBHM KAHOHIYHUX (GOpM JIIHIMHHX
HamiBaiareOpaivHux Gopmyii.

- Peamizamiss  anroputmy — moOynoBH — KaHOHIYHUX  (QopM  JHIHHHUX
HariBaireopaivHux Gopmyii.

VY mepmomy posaini aucepraunii (Cmamuunutl amaniz jaiHIUHO GU3HAYEHUX
npocpam) HaJaHO aHalll3 ICHYIOUMX METOJIIB Ta CHUCTEM CTaTUYHOIO aHaji3y,
npuBeAeHO Oa3zucHl JediHilli AMCepTalliHOrO JOCHIIKEHHS — BH3HAYEHO
3arajgbHl TOHATTS TpadoBHX Ta anreOpaidyHMX MOAENeld MporpaMm, MPUBEICHO
BU3HAYCHHS TOHSTTSI JIIHIHHO BU3HAYCHUX MTPOTPaM.

Y napyromy po3auti gucepTamiiHoro aochikeHHs ([ enepayis ineapianmis
npoepam) TIPUBEICHO IIOHATTS BJIACHOTO IIOJIIHOMA JIHIAHOTO omepaTopa Ta
QITOPUTM TIOOYIOBH BJIACHHUX TIOJIHOMIB, BHU3HAYEHO 3B’S30K MK BIIACHUMHU
MOJIIHOMaMH JIHIHHUX OINEpaTOpiB Ta MOJIHOMIAJILHUMH 1HBapiaHTaMH JIIHIMHHX
UKIIIB  mporpaMm  (migpo3aun 2.1), TpeACTaBI€HO HOBI  METOAU  JOKazy
1HBApIaHTHOCTI CHUCTEMH JIIHIMHUX HEPIBHOCTEH 1 3aBEpIIyBAHOCTI JIIHIMHO
BU3HAYCHHX ITEPATUBHUX ITUKJIIB IMIIEPATUBHUX MIporpam (miapo3ain 2.2).

OCHOBHI aNrOpuTMU MPOOJEMHU JIOKa3y Ta TeHepalii MOJIHOMIAJbHUX
1HBapI1aHTHUX PIBHOCTEH JIIHIMHO BU3HAYEHUX LMKIIB - MOOYyA0Ba MHOXHHU L —
1HBapiaHTIB IHUKIIB JUIsI  OlEpaTopiB, >KopjaHoBa (opMa SKUX MICTUTh
HeTpUBiAIbHI OJOKM; Teopema 2.12, B sKii BCTAaHOBJICHO CTPYKTypy Oazucy
['pebHepa imeany moOJiHOMIATBHUX 1HBAPIAHTIB JIHIWHOTO MHKIY 3 JOBUIBHUM
HEBUPOJ/DKEHUX JIHIMHUM OMepaTopoM B TUIl IUKIYy 1 Teopema 2.14 mpo
QITOPUTMIUHY PO3BA3YBaHICTh MpoOJIeMU MOOY/IOBH Oa3uCy ijeally 1HBApiaHTIB
«J11arOHAIII3yEMOI YaCTUHW» JIHIMHOTO orepaTopa B pas3i HEMPHUBOIUMOCTI HOTO
MIHIMAQJIBHOT'O XapaKTEPUCTUYHOIO MOJIiHOMA. Y 3B'A3KY 3 LIMM, 3a TeopeMolo 2.12,

1HBapiaHTH J1HIAHOTO omneparopa MOHa KJ1acu(ikyBaTu AK



BHYTPIIIHBOKJIITHHKOBI - Ti, SKI TpPUTaMaHHI KOXHIN KOPJAAHOBIN KIITHHII
JIHIAHOTO ONepaTopa, 1 MUKKIITUHKOBI - Ti, K1 IPUTaMaHH1 HOTO JiaroHaizyemin
yacTHHI. BHYTpIIIHBOKIITUHKOBI 1HBapiaHTH OOYMCIIOIOTHCSA O€3MOCEpEeIHbO 3a
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bopmynamu IcnyBaHHs
MDKKJIITUHKOBUX  1HBAaplaHTIB  3aJIeKUTh BiJ  ICHYBaHHSA  HETPUBIAJIbHUX
MYJIBTHIUTIKATUBHUAX  CIIBBITHOIICHh MDK BJIACHUMH YHUCJIAMH  JIHIAHOTO
oneparopa (Teopema 2.2).

JUis JIIHIMHUX onepaTopiB 3 HENPUBIIHUM MIHIMAJIBHUM XapaKTePUCTUUHUM
MHOTOWIEHOM IpoOsieMa moOyAoBH 0a3ucy MHOMXKUHHU MYJIBTHUILUTIKATUBHUX

CIIBBIJHOIIIEHh MDK HOTO BJACHUMH YHCJIaMH aJTOPUTMIYHO pO3B'sA3HA, alie

anroput™m TeopeMu 2.14 € HeepEKTUBHUM, 3BKAIOYM HA Ty>KE BEIMKI CTEHEeH1

wmuorounena (¥ , SIKUM TTOTP1OHO PO3KIJIAIaTh Ha MHOKHHUKHU.

VY Meroai 10Ka3y 1HBApIaHTHOCTI CUCTEMHU JIIHIMHUX HEPIBHOCTEH, a TaKOXK
3aBEpPIIYBAHOCTI JIHIMHO BHU3HAYEHMX ITEPATUBHUX LMKIIB IMIIEPATUBHUX
porpaM BpaxOBYEThCS MEpPEeayMOBa LUKIY Ta yMOBA HOro MOBTOPEHHS y BUTJISAL
CYKYMHOCTI CUCTEMH JIIHIMHUX HEpIBHOCTEH. B OCHOBI MeTOy JIEKUTH 1MOOY10Ba
Ta aHaJI3 CHEKTPY JIIHIMHOTO oleparopa Tula IUKIY Ta OOYMCICHHS 4Yucia MOro
iTepariii, Mmicis BUKOHAHHS SKUX I1HBAPIaHTHICTh a0O0 MIATBEPIKYEThCSA, abo
CIIPOCTOBYETHCH.

3anponoHOBaHl METOJAM JI0Ka3y Ta reHepallli iHBaplaHTHUX PIBHOCTEH Ta
JI0Ka3y 1HBapiaHTHUX HEPIBHOCTEH MOKe OyTH MOKIJIAJIEHO B OCHOBY 3arajbHOTO
QIrOpUTMY  JOKa3y 1HBApIaHTHOCTI CHUCTEMHU JIHIMHUX HEpIBHOCTEH Ta
MOJIIHOMIAJIbHUX PIBHOCTEH JJIS JTIHIHO-BU3HAYEHUX MPOTPaM.

VY posnini 3 (Kanouiuni ¢opmu ninitinux Hanieanecebpaiunux ¢hopmyn Hao
munamu OaHux ma iX BUKOPUCMAHHA 8 3adadax eepugikayii npozpam)
NPEJICTABICHO PE3YyJIbTaTH aHali3y (QYHKIIOHAIBHUX OCOOJMBOCTEH 1CHYIOYHX
cucteM noOyaoBu nokasiB (Ha npukiaai CVC4, MathSATS, QEPCAD, Singular,
COCOA, MiniZinc, STP, RedLog, Satallax, Isabelle, E-SETHEO, Minisat,



SMTInterpol, TPS / ETPS, Paradox, Gandalf, Vampire), 30kpema, Ha HasBHICTb
IHCTPYMEHTIB crpoieHHs ¢opmyn (miapo3ain 3.1); mpencraBieHO HOBUM
QIrOpUTM TMOOYJIOBU KaHOHIYHOT ¢dopMmu JNiHIMHUX miBanreopaiunux (JII1D)
dopmyn (migpo3aim 3.2-3.3), BKIIOYAIOYM aJTOPUTMU TOOYJAOBH KAaHOHIYHUX
dbopm JoriuHux (opMysa HaJ MEepesliuyBaHUM Ta MHOXHWHUM THUIIAMH JAHUX
(mgposain 3.4); npencraBieHo MoAUQIKAIID aJrOpUTMy NMOOYJOBH KAHOHIYHOI
dbopmMu JHIMHUX HamiBaiareOpaivHux QopMya 3a paxyHOK 3acTOCYBaHHS
QIropuTMy MONOBHEHHS (migpo3aun 3.6), NpHUBEACHO peani3alilo aJlropuTMy
nooynoBu kaHoHIYHOT popmu JITID 3acobamu IMS ta C++ (migposain 3.5).

OcHOBHUH pe3ybTaTOM € BU3HAUEHHA KaHOHIYHOI ¢opmu JITID, mo Bonosie
BJIACTUBICTIO €JIMHOCTI W 1HIIMMHU KOPHUCHUMHU BJIACTUBOCTSMH, a TaKOX
MIPEICTABIICHHS aNTOpuUTMy i1 moOynoBu. [IpomonoBana kanoniuHa ¢opma JIID -
npsiMe y3arajdbHEHHS KaHOHIYHOI (OpPMHU MpEACTaBICHHS CHUCTEMH JIHIMHHUX
HEpIBHOCTEH 1 airopuT™My ii oOya0BH, HaBeaeHux y [3.37, 3.38].

Haykosa nosuszna odepoicanux pesyibmamis.

— VYnepie npencTaBieH0 HOBUM METO/I BUSHAUYECHHSI KAaHOHIYHOT opMuU
JITI®, 1110 BoOJIO/IE BIACTUBICTIO €IMHOCTI Ta 1HIIMMHU KOPUCHUMU BJIACTUBOCTSIMH,
a TaKOXK aliTOPUTM 11 TOOYOBH.

— VYhepmie peamizoBaHO alrOpUTM MOOYJOBH KaHOHIYHUX  (opm
JoriyHuX GopMyI 3aco0aMu 1HCEPIIIHHOTO MOJIETIOBaHHS (CHUCTeMa 1HCEPLIMHOTO
MojientoBadHsa IMS).

— Halyno mnojganbmioro po3BUTKY MAOCHIIKEHHS MPOOJEMH MOLIYKY
iHBapiaHTIB IIMKJIB, a caMe, - HaBEJCHO aJrOpUTM OOYHCICHHS OCHOBHHX
1HBapiaHTIB JIIHIMHOTO onepaTopa »KopAaHOBOI KIITUHKU Ta aJrOPUTM OOUYUCIICHHS
OCHOBHMX 1HBapiaHTIB J1aroaHaJ13yeMOr0 JIIHIKHOTO OIepaTopa 3 HENpHUBIIHUM
MIHIMAJIBHUM XapaKTePUCTUYHUM TIOJIHOMOM Ta TMPEICTAaBIECHO HOBHH METO]
JI0Ka3y 1HBapiaHTHOCTI CUCTEMH JIIHIMHUX HEPIBHOCTEW 1 3aBEPIICHHS JESKHX
JTHIAHUX ITepaAlliiHUX [UKIIB IMIIEPATUBHHUX MPOTPaM, JIaHl SIKUX € eJIeMEHTaMU
KOHCTPYKTHUBHOTO JIIHIITHO BIOPSIKOBAHOTO TOJISI.

IIpakTnyHe 3HAYEHHS] HAYKOBHX pe3yJbTATIB MOJIATa€ B MOKIUBOCTI



3aCTOCYBaHHS HAYKOBHUX IIOJIOKCHb 1 BHCHOBKIB JOCIIDKCHHS B 3ajadax
Bepu(ikarii mporpamMHoro 3abe3neueHHs, a caMe B Po3poOlll crelliaai3oBaHuX
MIPOrpaMHUX CUCTEM Bepuikalii popMaIbHUX MOJENEH NpOorpam.

Po3BuTok nmanoro migxoay y Bepudikaiii T03BOJUTH TOCUTH €(HEKTHBHO Ta
HaJIHHO pO3po0JATH MporpamMHe 3a0e3MedyeHHs I MEIUYHOI amapaTypu,
BIMCHKOBOT TEXHIKH, OOPTOBUX CHCTEM YIPABIIHHS JJs aBlalii Ta KOCMOHABTUKH,
TEXHOJIOT1i OJIOKYEiTH, 3arajioM, KpUTUYHHUX MTPOTPAMHUX CHCTEM.

Ha rtenepimHboMy eTarmi BUKOHYETHCS JOCIIKEHHS 3aCTOCYBaHHSI METOJIIB
dbopmanbHOi  Bepu@ikamii, 30KpeMa, METOIIB CTaTUYHOIO  aHali3y Ta
BUKOPUCTaHHSI cucTeM Bepudikamii st Bepudikaiii GopMalbHUX Mojenei
porpaM, €KOHOMIYHHUX, OIOJIOTIYHMX  HpPOLECIB, HOPMATUBHO-IPABOBHX
JOKYMEHTIB, TOIO, MPOJOBXKYEThCS poOOTa HAN JOCTIIKCHHSIM MaTeMaTHYHHUX
METO/AIB Ta PO3POOKOI0 €(EKTUBHUX aJTOPUTMIB KOMIT IOTEpHOI anreOpu

CTATUYHOTO aHaJli3y Mporpam.

KiarouoBi cioBa: craruunHuil anami3, Bepudikallis, JIHIHHO BH3HAYEH1

porpamu, iHBapiaHT MUKy, TPOTrpaMHi 1HBapiaHTH.



ABSTRACT

Yuliia H. Tarasich. The static analysis of linearly defined programs and
its application. - Qualification scientific paper, manuscript.

Thesis of a Doctor of Phylosophy in specialty 121 Software engineering
(12 Information technologies). - Kherson State University, Kherson, 2021.

The general problem of study is research and development of methods of
creation of models of effective software systems for static programs analysis and
mathematical models of object programs for static analysis, research of
mathematical methods and development of effective algorithms of computer
algebra of programs static analysis.

The research approach consist of:

- the analysis of methods and of functionality of existing systems of static
programs analysis,

- the theoretical analysis of research results in the theory of program
invariants, including analysis of mathematical models of programs and computer
algebra algorithms that are used in the theory of program invariants,

- the development of new computer algebra algorithms.

The main aim of the work is to analyze the existing algorithms of computer
algebra and insertion modeling in the systems of software static analysis and
verification and to build an effective algorithms for static analysis of programs.

The main tasks of the study:

- Research of existing specialized systems for static analysis of programs.

- Analysis of algorithms of computer algebra and insertion modeling in static
analysis and software verification systems.

- Analysis of existing algorithms for constructing canonical forms of logical
formulas and simplification tools (solvers).

- Creation of new tools and algorithms for static analysis of programs, in

particular, creation of algorithms for proving of invariant inequalities.



- Development of new algorithms for constructing canonical forms of linear
semi-algebraic formulas.

- Implementation of the algorithm for constructing canonical forms of linear
semi-algebraic formulas.

In the first section of the dissertation (7he static analysis of linearly defined
programs) an analysis of existing methods and systems of static analysis and basic
definitions of dissertation research (such as general concepts of graph and
algebraic models of programs, the concept of linearly defined programs) are
provided.

In the second section of the dissertation research (Generation of invariants of
programs) the concept of eigenpolynom of a linear operator is introduced, the
algorithm of construction of eigenpolynomials is formulated and the connection
between eigenpolynoms and polynomial invariants of linear cycles of programs is
established (subsection 2.1); a new method for proving the invariance of the
system of linear inequalities, and also of the completion of linearly defined
iterative cycles of imperative programs is presented (subsection 2.2).

The main algorithms of the problem of proof and generation of polynomial
invariant equations are the construction of the set L - invariants of cycles for
operators whose Jordan form contains nontrivial blocks; Theorem 2.13, in which
the structure of the Grebner basis of the ideal of polynomial invariants of a linear
cycle with an arbitrary nondegenerate linear operator in the body of the cycle is
establishing and Theorem 2.15 about the algorithmic solvability of the problem of
constructing the basis of the ideal of invariants of the "diagonalizable part" of a
linear operator in the case of irreducibility of its minimal characteristic polynomial.
Thus, by theorem 2.13, the invariants of a linear operator can be classified as
intracellular - that are inherent to each Jordan cell of linear operator, and

intercellular - those that are inherent in its diagonalisable part.



Intracellular invariants are computed directly from the formulas
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. The existence of intercellular
invariants depend on the existence of nontrivial multiplicative relations between
the eigenvalues of the linear operator (theorem 2). For linear operators with an
irreducible minimum characteristic polynomial problem of constructing a basis of
set of multiplicative relations between its eigenvalues is algorithmically solvable,

but the algorithm of theorem 8 is ineffective due to a very large degree of the

polynomial S(x] , which is be necessary to decompose into factors.

The method of proving the invariance of the system of linear inequalities,
and and also of the completion of linearly defined iterative cycles of imperative
programs takes into account the premise of the cycle, and also the condition of
cycle repetition in the form of a set of systems of linear inequalities. The method
is based on the construction and analysis of the spectrum of the cycle body and on
the calculation of the number of iterations of the cycle, after which the invariance
is confirmed or refuted.

The proposed methods of proof and generation of invariant equations and
proof of invariant inequalities can be used as a basis for the general algorithm for
proving the invariance of the system of linear inequalities and polynomial
equalities for linearly defined programs.

In Section 3 (Canonical forms of linear semi-algebraic formulas over the
data types and their use in program verification) the results of the analysis of
functional features of existing proving systems, in particular on the availability of
formula simplification tools, (CVC4, MathSATS, QEPCAD, Singular, COCOA,
MiniZinc, STP, RedLog, Satallax Isabelle, E-SETHEO, Minisat, SMTInterpol,
TPS / ETPS, Paradox, Gandalf, Vampire) are presented (section 3.1); a new
algorithm for constructing the canonical form of linear semi-algebraic (LSF)
formulas (subsections 3.2-3.3) is presented, including algorithms for constructing

canonical forms of logical formulas over enumerated and multiple types



(subsection 3.4); the modification of the algorithm for constructing the canonical
form of linear semi-algebraic formulas due to the application of the replenishment
algorithm 1s presented (subsection 3.6), the implementation of the algorithm for
constructing the canonical form of LSF by means of IMS and C ++ (subsection
3.5) is given.

The main result is the definition of the canonical form of LSF, which has the
property of unity and other useful properties, and also the description of the
algorithm for its construction. The proposed canonical form of LSF is a direct
generalization of the canonical form of representation of the system of linear
inequalities and the algorithm of its construction that were given in [3.37, 3.38].

Scientific novelty of the obtained results:

- the problem of generating of polynomial invariants of iterative cycles with a
loop initialization operator and a nondegenerate linear operator in the loop body is
considered.

- the algorithm of calculation of the basic invariants of the linear operator of a
Jordan cell and the algorithm of calculation of the main invariants of the
diagoanalyzed linear operator with the irreducible minimum characteristic
polynomial are shown.

- the new method of proving the invariance of a system of linear inequalities
and the completion of some linear iterative cycles of imperative programs, the data
of which are elements of a constructive linearly ordered field, is presented.

- a new method of determining the canonical form of LSF, which has the
property of uniqueness and other useful properties, and also the description of the
algorithm for its construction were given.

- the algorithm of construction of canonical forms of logical formulas is
realized.

The practical significance of the expected scientific results lies in the
possibility of applying scientific provisions and research conclusions in software
verification tasks, namely in the development of specialized software systems for

verification of formal program models.



The development of this approach in verification will allow to effectively and
reliably develop a medical equipment, a military equipment, an onboard control
systems for aviation and aerospace, a blockchain technology, in general, the
software, where the cost of error and unreliability of software can be expensive.

At the present stage we work on the study of the application of formal
verification methods, including methods of static analysis, and of the using of
verification systems to verify formal models of programs, economic, biological
processes, legal documents, etc. We also continue to work on the study of
mathematical methods and of the development of efficient algorithms of computer

algebra of static program analysis.

Keywords: static analysis, verification, linearly defined programs, cycle

invariant, program invariants.
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